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Informationen i detta dokument ger dig en 6versikt 6ver hur dina personuppgifter behandlas av oss och
informerar om dina rattigheter enligt dataskyddsbestdmmelserna nar du anvander var app for formedling av
kérningar av passagerare (”mytaxi-passagerarappen”).

Vilka personuppgifter som behandlas beror pa vilka tjanster eller produkter du anvander.
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1. Information om ansvarigt organ och kontakt

Ansvarigt organ enligt artikel 4.7 i den allmdnna dataskyddsférordningen foér passagerare inom Sverige ar:
mytaxi Sweden AB ("mytaxi”)

c/o Baker & McKenzie Advokatbyra KB

Box 180,

101 23 Stockholm

E-postadress: kundsupport@mytaxi.com

Dataskyddsansvarig nar du enklast via e-post: kundsupport@mytaxi.com eller via brev till adressen ovan.

2. Datakategorier och syften for behandling

Nedan presenteras information om vilka personuppgifter som vi behandlar och i vilka syften.

2.1 Férmedling av kérningar

mytaxi-passagerarappen ger dig mojlighet att fa taxikérningar av taxiforare ("forare”) som vi formedlar till dig.
Om du vill anvianda mytaxi-passagerarappen for att formedla kérningar maste du ange personuppgifter sa att vi

kan leverera den tillhérande tjansten. Eventuella frivilliga uppgifter ar markerade som sadana (frivillig).

| samband med formedlingstjansten behandlas féljande personuppgifter i syfte att fullgbra ett avtal enligt
artikel 6.1 b i den allmanna dataskyddsférordningen:

For-och efternamn, e-postadress och mobiltelefonnummer (basdata). Dessutom behandlas féljande: Dina GPS-
positionsdata vid tidpunkten av bokningen, koordinaterna for start och mal for kérningen, information om din
enhet (enhets-ID) och den krypterade formen av det [6senord som du har angett.

Bostadsadress, profilbild och adress till din arbetsplats ar frivilliga uppgifter som bara behandlas om de har
angetts.



Personuppgifterna anges av dig vid registrering (exempelvis ditt namn) eller ocksa skickas de till oss direkt fran
din enhet (exempelvis GPS-positionsdata). Du godkdnner att GPS-positionsdata skickas i operativsystemet i den
enhet som du anvander (smarttelefon, surfplatta eller dylikt). Vi behéver ha GPS-koordinaterna for din plats for
att den taxi som du har bestéllt ska kunna hitta och hamta dig.

Vi férmedlar dina GPS-positionsdata och ditt namn. Om du angett en profilbild formedlar vi den ocksa sa att
foraren lattare kan identifiera den som bokade kdrningen. Foraren kan kontakta dig via mytaxi-forarappen nar
du godkant bokningen och under sjdlva korningen. D3 visas det mobiltelefonnummer som du angav vid
registreringen. P3d sa satt kan du exempelvis fa information om eventuella férseningar (bland annat
trafikstockningar).

Nar foraren eller taxiféretagaren tagit emot bestéllningen skickas ditt namn och en eventuell profilbild sa att
hen kan identifiera dig. Huvudsyftet ar att foraren ska kunna se att hen hamtar upp ratt person. Foéraren
kontrollerar detta genom att fraga om ditt namn nar du kliver in i bilen. Nar kérningen ar klar kan inte foraren
komma at dina personuppgifter i mytaxi-appen for férare langre.

Vi kan inte formedla taxitjanster till dig om vi inte behandlar personuppgifterna enligt ovan. Det géller inte for
frivilliga uppgifter.

2.2 Betalning

Taxikodrningar som vi formedlat kan du betala kontant, med EC- eller betalkort eller med betalningsfunktionen i
appen. Anvander du betalningsfunktionen i appen kan du betala kontantlost via mytaxi-passagerarappen. Vi
debiterar beloppet med det betalsdtt som du har angett. Du kan ange dina betalkortsuppgifter eller
uppgifterna for ett annat betalsatt (exempelvis PayPal) ifall du vill aktivera betalningsfunktionen i appen. Om
du anger dina betalkortsuppgifter dverfors de via en krypterad férbindelse direkt till den betalningsleverantor
som vi anlitar. Var betalningsleverantor utfor en sa kallad autentisering av betalsattet genom att reservera ett
litet belopp (0,50 euro) pa ditt konto. Pa sa satt kan vi bekrafta att det ar ditt betalsatt och att det ar aktivt. Vi
anlitar tva betalningsleverantorer for att oka tillgiangligheten ifall forstahandsleverantéren inte kan nas. Bada
betalningsleverantérerna ar PCl DSS-certifierade (Payment Card Industry Data Security Standard). Av
sakerhetsskal 6verfors bara de forsta sex och de sista atta siffrorna i ditt kortnummer till oss. Vi sparar dem for
identifikation och kommunikation.

| samband med betalningen behandlas féljande personuppgifter i syfte att fullgdra ett avtal enligt artikel 6.1 b i
den allmanna dataskyddsforordningen:

For- och efternamn, kon, adress, koordinaterna for kérningens start och mal, land, sprak, e-postadress,
mobiltelefonnummer, betalkortsinnehavarens fornamn och efternamn, betalkortsutstéllare, de férsta sex och
de sista atta siffrorna i betalkortsnumret, betalkortets giltighetstid, eventuell e-postadress till ditt Paypalkonto
och information om din enhet (enhets-ID med mera).

Vi kan inte erbjuda vissa betalsatt om vi inte kan behandla dessa personuppgifter. Du kan dock fortfarande
betala med EC-kort eller kontanter.

2.3 Skydd mot bedragerier och uteblivna betalningar

mytaxi tar risken att betalningen uteblir ifall betalningar med betalkort eller appbetalningsfunktionen nekas.
Darfor skyddar vi mytaxis rattmatiga intressen enligt artikel 6 (1) f) i 22 (2) a) Dataskyddsinformation enligt EU:s
Du har registrerat dig i appen, nadr du anger ett nytt betalsdtt och nar en kérning bokas genom att bedoma
kreditrisken enligt en matematisk-statistisk metod (Scoring).

Foljande personuppgifter behandlas for att bedéma risken:

For-och efternamn, adress vid forsta registrering, fakturaadress (i forekommande fall), koordinaterna for
korningens start och mal, mobiltelefonnummer, sprak, land, e-postadress, betalkortsutstallare, de sista
4 siffrorna i betalkortsnumret, betalkortets giltighetstid, betalkortsinnehavarens namn, eventuell e-postadress
till ditt Paypalkonto, information om din enhet (enhets-ID) och version av mytaxi-passagerarappen.



Adressen vid forsta registrering ar den adress som du befann dig pa nar du registrerade dig i mytaxi-
passagerarappen forsta gangen. Vi registrerar inte avsiktligt din bostadsadress eller andra adressuppgifter.
Adressuppgifterna kan dock komma att anvdandas oavsiktligt ifall du befinner dig i din egen bostad vid den
forsta registreringen eller om fakturaadressen som du anger &r identisk med din bostadsadress. Baserat pa
dessa uppgifter berdknar var europeiska partner for skydd mot bedragerier den statistiska sannolikheten for att
betalningen uteblir. Sannolikheten styr sedan ifall betalningsfunktionen i appen ska visas for dig i mytaxi-
passagerarappen eller inte. Fakturaadressen och adressen for den forsta registreringen anvands bara som en av
flera komponenter i personuppgifterna ovan foér att berdkna podngen. Dessa personuppgifter behandlas eller
anvands inte pa andra satt utéver detta. Appen kan anvandas for att bestalla korningar av alla anvandare, dven
om inte betalningsfunktionen i appen ar tillganglig. Om det helt automatiska beslutet utifran det berdknade
poangvardet leder till att betalningsfunktionen i appen inte visas, sa kan du &ndd anvidnda mytaxi-
passagerarappen och betala med EC-kort eller kontanter. | sa fall far du dock direkt efter beslutet information
via e-post om att betalningsfunktionen i appen inte ar tillganglig. Kontakta kundsupport@mytaxi.com om du
inte godkanner valet att genomfora betalningar med funktionen i appen. Da kontrolleras beslutet enligt dina
synpunkter en gang till av sarskilt utbildade medarbetare.

| enskilda fall fattar en sarskilt utbildad mytaxi-medarbetare det slutgiltiga beslutet om tillgdngen till
betalningsfunktionen i appen baserat pad den berdknade podngen. | dessa situationer fattas inte beslutet
automatiskt.

Oberoende av det automatiskt berdknade poangvardet anvander vi de ovan angivna personuppgifterna for att
forhindra uteblivna betalningar med hjélp av egna, sarskilt utbildade medarbetare enligt artikel 6.1 f i den
allmédnna dataskyddsférordningen. Det betyder att en sarskilt utbildad mytaxi-medarbetare bedémer de
angivna uppgifterna och utifran dem fattar det slutgiltiga beslutet, baserat pad egna kunskaper och
erfarenheter, ifall betalningsfunktionen i appen ska visas. Denna medarbetare kan i sddana fall ocksa kontakta
foraren under en kérning och meddela om ett betalsatt inte godkants. Dina personuppgifter behandlas inte pa
nagra satt utover dessa. Om medarbetarens beslut utifrdn det beradknade poangvardet leder till att
betalningsfunktionen i appen inte visas, sa kan du anda anvanda mytaxi-passagerarappen och betala med EC-
kort eller kontanter. Observera att du kan anvdanda mytaxi-passagerarappen och férmedlingstjansten nar som
helst, dven om betalningsfunktionen i appen har inaktiverats.

For att skydda mot oOverdebitering av taxikorningar skickar férarens mobilséndare GPS-koordinaterna
regelbundet till oss och ger oss mojlighet att folja fordonets vag under kérningen. Da kan vi kontrollera att inte
foraren kor en langre vag avsiktligt i syfte att hoja priset pa korningen. Om du tror att du har betalat for mycket
kan du begara ut strackningen och korstrackan fran oss. Dina GPS-positionsdata behandlas fér din och var
sakerhet som skydd mot bedragerier i enlighet med artikel 6.1 f i den allmanna dataskyddsforordningen for att
sakra dina och vara intressen (exempelvis skydd mot 6verdebiteringar).

2.4 Felavhjalpning, kundtjanst och funktionsforbattringar

For att vi ska kunna atgarda fel i mytaxi-passagerarappen, besvara enskilda kundforfragningar om funktioner
eller formedlade korningar och anpassa mytaxi-passagerarappen till passagerarnas behov sd behandlas
foljande personuppgifter i syfte att fullgora ett avtal enligt artikel 6.1 b i den allménna dataskyddsférordningen:

For- och efternamn, e-postadress:, mobiltelefonnummer, profilbild (frivillig uppgift), dina GPS-positionsdata vid
bokningstidpunkten, adress till arbetsplatsen (frivillig uppgift) hemadress (frivillig uppgift), koordinaterna for
korningens start och slut samt information om din enhet (enhets-1D), language, time zone, city.

Vi behandlar uppgifterna i anonymiserad eller aggregerad form om det ar tillrackligt for att uppfylla syftet med
behandlingen.

2.5 a) Nyheter och anpassade erbjudanden

Om du under registreringsprocessen eller i profilinstallningarna for mytaxi-passagerarappen har godkant att ta
emot nyheter och anpassade erbjudanden (reklam, presentkort och kampanjer) och visa anvandningsbaserad
reklam ("retargeting”) och klickat pa det tillhérande reglaget sa far du erbjudanden och reklam frén oss. Det
handlar hdar om ej personspecifika nyhetsbrev (skickas till alla kunder) eller personanpassade nyhetsbrev
(skickas bara till dig baserat pa en analys av hur ofta mytaxi-passagerarappen anvants) via elektronisk post (e-



post, SMS, MMS) eller andra elektroniska metoder (meddelanden i appen, pushmeddelanden) till din enhet
(smarttelefon, surfplatta med mera). Vi behandlar dina personuppgifter sa att vi kan skicka personanpassad
reklam till dig. Anvandningsuppgifter ar information om antal appinstallationer, registreringar eller
taxikorningar. Baserat pa dessa uppgifter far du anpassade erbjudanden och reklamutskick fran oss.

| detta sammanhang behandlar vi féljande personuppgifter enligt artikel 6.1 a i den allmanna
dataskyddsférordningen:

For- och efternamn, passagerar-ID, e-postadress, bostadsadress och/eller adress till arbetsplatsen (frivillig
uppgift), mobiltelefonnummer (frivillig uppgift), betalsatt, registreringsdatum, installt sprak, profil i mytaxi-
passagerarappen (foretagskund eller privatkund), typ av taxikorning (bokning eller direktkorning), version av
mytaxi-passagerarappen, inloggningsinformation, dina GPS-positionsdata vid bokningstidpunkten och nar
korningen avslutas, enhets-ID (enhetsigenkdnning), IDFA (ldentifier For Advertisers, en reklamidentifikator som
Apple anvander), IFV (Identifier Vendor, en reklamidentifikator), GAID (Google Advertising ldentifier), IP-adress
och anvandningsdata (anvandningsfrekvens, information om antal appinstallationer, registreringar eller
taxikoérningar), language, time zone, city.

Du bekraftar att du ar 16 ar eller dldre nar du ger ditt samtycke.

Om du inte vill ta emot nyheter och anpassade erbjudanden som presenterades ovan kan du ta tillbaka ditt
godkannande genom att trycka pa skjutreglaget, d.v.s. pd& samma satt som nar du gav ditt godkdnnande.
Sjalvklart kan du ocksad kontakta oss via e-post pa kundsupport@mytaxi.com eller genom att skicka ett vanligt
brev till mytaxi Sweden AB ("mytaxi”), c/o Baker & McKenzie Advokatbyra KB, Box 180, 101 23 Stockholm.

Observera att atertagandet och alla forandringar som det innebér bara galler for framtiden och verkstalls hogst
48 timmar fran atertagningstillfdllet. Detta beror pad tekniska omstdndigheter som gor det omdijligt att
verkstalla andringarna snabbare.

2.5 b) Facebook Custom Audiences

For att vi ska kunna visa anpassade resultat till var formedlingstjanst i det sociala natverket Facebook, en tjanst
fran Facebook Ireland Limited, 4 Grand Canal Square, Dublin 2, Irland och dess partnersidor samarbetar vi med
Facebook Custom Audiences. Pa sa satt kan det som visas (exempelvis annonser) utformas exakt efter kundens
eventuella behov. En sa kallad méarkningsprocess anvands for detta steg. Fran kundens enhet (exempelvis en
smarttelefon) éverfors en sa kallad reklamidentifikator (IDFA eller GAID) automatiskt eller manuellt via ett visst
granssnitt till Facebook nar identifikatorn aktiveras av en av mytaxis utvalda leverantorer. Darefter skapar
mytaxi en lista med kunder som har anvant mytaxi-passagerarappen pa vissa satt. P4 sa satt kan olika
forinstallda aktiviteter véljas ut (exempelvis installation av mytaxi-passagerarappen de senaste 30 dagarna).
Slutligen jamfor Facebook kundens reklamidentifikator med reklamidentifikatorn hos personer med en
Facebookprofil, definierar vissa grupper (exempelvis grupp 1: Installation de senaste 30 dagarna) och aktiverar
visning av utvalda resultat for dessa grupper. Kunder som inte ar Facebookanvidndare kan inte jamféras av
Facebook, och inget innehall visas for dessa kunder. Vi anvander foljande data for Facebook Custom Audiences
enligt artikel 6 (1) a) i de allmédnna dataskyddsbestammelserna:

Reklamidentifikator (IDFA fran Apple eller GAID fran Google), anvdndningsdata (exempelvis installationer,
avinstallationer och antal kérningar).

Du bekraftar att du ar 16 ar eller dldre nar du ger ditt samtycke.

Om du inte vill se resultat som presenteras med Facebook Custom Audiences kan du ta tillbaka ditt
godkannande genom att trycka pa skjutreglaget, d.v.s. pd samma satt som nar du godkdnde mottagningen.
Sjalvklart kan du ocksa kontakta oss via e-post pa kundsupport@mytaxi.com eller genom skicka ett vanligt brev
till mytaxi Sweden AB ("mytaxi”), c/o Baker & McKenzie Advokatbyra KB, Box 180, 101 23 Stockholm.

Observera att atertagandet och alla forandringar som det innebar bara galler for framtiden och verkstalls inom
hogst 48 timmar fran atertagningstillfallet. Detta beror pa tekniska omstandigheter som gor det omaijligt att
verkstalla andringarna snabbare.



2.5 c¢) Nyhetsbrev

Om vi har fatt ditt e-post- eller mobilnummer i samband med tillhandahallandet av var méklarservice och du
har ordnat for oss att resa, anvander vi den for direktsandning via e-post (e-post, SMS och MMS), savida inte de
motsatte sig direktbrev. For detta dndamal behandlar vi foljande uppgifter i enlighet med artikel 6.1 f) i den
allmanna dataskyddsférordningen: e-post och mobilnummer. Invandningen dr mojlig genom att klicka pa en
lank langst ner i respektive e-post (t.ex. avbryt nyhetsbrev) eller via SMS-kontakt ndr som helst med effekt for
framtiden. Direktmeddelandet vi skickar ar inte personligt. Det finns ingen profilering, sparning eller liknande.
Observera att aterkallelsen och tillhérande andringar endast géaller for framtiden och ar effektiva eller
genomforda senast 48 timmar efter aterkallandet. Orsaken till detta &r tekniska villkor som inte tillater en
snabbare implementering.

2.6 Undersékningar och enkater

Om du godkadnt undersokningar och enkater vid registreringstillfdllet eller i mytaxi-passagerarappen under
”Dataskydd” och aktiverat skjutreglaget som finns dar sa skickas undersokningar och enkater till dig via
elektronisk post (e-post, SMS, MMS) eller med andra elektroniska metoder (meddelanden i appen,
pushmeddelanden) som du ombeds att delta i. De skickas efter taxikérningarna eller vid andra tidpunkter i
form av ej personspecifika eller personspecifika meddelanden, dar de sistnamnda bara skickas till dig efter en
analys av hur ofta mytaxi-passagerarappen anvands. For detta andamal behandlar vi féljande personuppgifter
enligt artikel 6.1 a i den allmanna dataskyddsférordningen:

For- och efternamn, passagerar-ID, e-postadress, bostadsadress och/eller adress till arbetsplatsen (frivillig
uppgift), mobiltelefonnummer (frivillig uppgift), betalsatt, registreringsdatum, instéllt sprak, profil i mytaxi-
passagerarappen (foretagskund eller privatkund), typ av taxikorning (bokning eller direktkorning), version av
mytaxi-passagerarappen, inloggningsinformation (bara anviandarnamnet — inte |6senordet), dina GPS-
positionsdata vid bokningstidpunkten samt anvandningsdata (anvandningsfrekvens, information om antalet
appinstallationer, registreringar eller taxikorningar), datum registrerat, datum senaste inloggning, trycka
tokens, passagerarstatus, inldsenkupongvardesumman ,totalt antal kuponger inlésta, deponerat
vardekupongvarde, totalt antal kupong deponeras, aktiva, nummerkuponger, totalt antal favoritdrivrutiner,
favorit férare nummer turer, har arbetsadress, har hemadress, gross merchandise volym, totala antal turer,
match nummer turer, Nummerbokning avbokad fore, genomsnittlig stjarnforare, har faktureringsadress, har
foretagskort, tipsvardespreferens.

Du bekraftar att du ar 16 ar eller dldre nar du ger ditt samtycke.

Om du inte vill kontaktas i dessa syften kan du ta tillbaka ditt godkdnnande genom att inaktivera skjutreglaget,
d.v.s. pa samma satt som nar du gav ditt godkdnnande. Sjalvklart kan du ocksa kontakta oss via e-post pa
kundsupport@mytaxi.com eller genom skicka ett vanligt brev till mytaxi Sweden AB ("mytaxi”), c/o Baker &
McKenzie Advokatbyra KB, Box 180, 101 23 Stockholm.

Observera att atertagandet och alla forandringar som det innebér bara galler for framtiden och verkstalls hogst
48 timmar fran atertagningstillfallet. Det beror pa tekniska omstandigheter som gor det omojligt att verkstilla
andringarna snabbare.

2.7 [tdmma]
2.8 Foretagskonto

Korningar kan ocksa bestallas och debiteras som arbetsrelaterade resor (“tjansteresor”) enligt ramvillkoren for
mytaxis foretagskonton. Om du vill boka en tjansteresa i mytaxi-passagerarappen eller efter en kérning vill
betala den som en tjansteresa via ett foretagskonto, sa 6verfoérs de personuppgifter som registrerades av
mytaxi nar passagerarappen anvandes till avtalspartnern som godkanner tjansteresor for dig. Syftet med
overforingen ar att hantera och debitera korningen ("avrakningsuppgifter”). Om en taxikérning bokas som en
tjansteresa sa overfors avrakningsrelevanta uppgifter till din arbetsgivare. Det ror sig om for- och efternamn, e-
postadress, pris for korningen, klockslag samt taxikorningens start- och slutposition. Data 6verfors i den
omfattning som behoévs for att rdakna av kostnaderna for tjansteresor enligt artikel 6.1 b i den allménna
dataskyddsférordningen for innehavaren till féretagskontot.



mytaxi far anlita externa leverantérer for att behandla avrdkningsdata. | 6vrigt géller de rattigheter och
ataganden for avrakningsdata som anges i den har sekretesspolicyn. | synnerhet har du de rattigheter som
anges under punkt 5.

Om anvandaren ar behorig att avrakna tjansteresor via arbetsgivarens foretagskonto maste anvandaren ange
sanningsenligt om korningen &r av privat karaktar eller av tjanstekaraktar. mytaxi kan inte hallas ansvarigt — och
har inte de tekniska forutsattningarna som kravs — for att avgéra om anvandaren reser privat eller i tjansten.

mytaxi tar inget ansvar for utgifter, kostnader eller skador som uppstar pa grund av att anvandaren uppger att
en korning som bokats eller debiterats pa en avtalspartners foretagskonto ar en tjansteresa, trots att det ror sig
om en privat resa.

2.9 Facebook Connect

Vi ger dig mojlighet att logga in eller registrera dig i mytaxi-passagerarappen med dina Facebook-
anvandaruppgifter till det sociala natverket Facebook. Denna tjanst tillhér Facebook Ireland Limited, 4 Grand
Canal Square, Dublin 2, Irland (”Facebook”). For att gora detta behover du trycka pd knappen Facebook
Connect. Vid inloggningen dirigeras du vidare till en sida hos Facebook dar Facebook begéar vissa behdrigheter
och dar du kan logga in med dina Facebook-anvandaruppgifter. D& kopplas din Facebook-profil ihop med
mytaxi-passagerarappen. Kopplingen ger oss majlighet att se dina uppgifter hos Facebook (fér- och efternamn,
e-postadress, offentlig profil, dldersspann, kon, profilbild, tidszon och Facebook-ID). Till Facebook Connect
anvander vi uppgifter for identifiering enligt artikel 6.1 f i den allmanna dataskyddsférordningen: e-postadress,
for- och efternamn, profilbild och Facebook-ID. Féljande 6verfors da automatiskt till Facebook: Enhetstypen
(t.ex. Iphone), operativsystem, sprak, tidszon, uppl6sning, appversion och tidszonens ort (exempelvis
Berlin/Europa).

Mer information om Facebook Connect och instdllningarna fér sekretess finns i Facebooks datapolicy och
anvandarvillkor pa: http://www.facebook.com/policy.php.

Vi ber dig att inte anvanda funktionen Facebook Connect om du inte vill detta.
2.10 Konto hos Google

Vi ger dig ocksad mojlighet att logga in eller registrera dig i var tjanst med inloggningsuppgifterna for ditt
Google-konto hos Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA (”"Google”). Vid
inloggningen dirigeras du vidare till en sida hos Google dar Google begar vissa behorigheter och dar du kan
logga in med dina Google-inloggningsuppgifter. D kopplas din Google-profil ihop med mytaxi-
passagerarappen. Kopplingen ger oss maojlighet att se dina uppgifter hos Google (for- och efternamn, e-
postadress och profilbild). For inloggningen eller registreringen hos Google anvdnder vi uppgifter for
identifiering enligt artikel 6.1 f i den allmdnna dataskyddsforordningen: e-postadress, for- och efternamn och
profilbild. Féljande 6verfors da automatiskt till Google: Enhetstyp (exempelvis Iphone), e-postadressen som
sparats i mytaxi-passagerarappen och operativsystemet.

Mer information om inloggning och registrering via Google och Googles sekretessinstallningar finns i Googles
sekretesspolicy och anvandarvillkor pa https://policies.google.com/privacy?hl=sv.

Vi ber dig attinte logga in eller registrera dig via Google-kontot om du inte vill detta.
2.11 Google Maps

mytaxi-passagerarappen anvander applikationen Google Maps API. D3 kan vi presentera kartor for dig i mytaxi-
passagerarappen, och du har ocksa mojlighet att anvanda kartorna. Passagerarappen fran mytaxi fungerar inte

utan applikationen Google Maps API. Googles anvandarvillkor hittar du har:
https://policies.google.com/terms?hl=sv.  Ytterligare villkor fér Google Maps hittar du hér:
https://www.google.com/help/terms_maps.html. Googles sekretesspolicy hittar du har:

https://policies.google.com/privacy?hl=sv. Nar du gett ditt godkdnnande i det aktuella operativsystemet
anvander vi Google Maps for att berdkna den preliminara kostnaden for din kérning och visa interaktivt hur



langt det ar till den taxi som du har bokat. D& behandlar vi dina GPS-positionsdata enligt artikel 6.1 b den
allménna dataskyddsférordningen. Dina GPS-positionsdata 6verfors bara i anonymiserad form till Google. Det
gar inte att knyta positionsdata till dig som person.

2.12 Betyg av férare och aterkommande forare

| mytaxi-passagerarappen kan du satta allmant tillgangliga betyg pa forare och fordon. Nar du satter ett betyg
kopplas det till en viss kérning och inkluderas i snittbetyget for foraren och fordonet. Inga personuppgifter
overfors till féraren i dessa situationer.

Du kan ocksa spara aterkommande forare i din mytaxi-passagerarapp. Da sparas de forare som du har valt i din
profil. Inga personuppgifter 6verfors till féraren.

2.13 Anvéandning av Adjust Technology

Vi anvander analysverktyg som tillhandahalls av Adjust GmbH, Saarbricker Str. 37A, 10405 Berlin ("Adjust",
www.adjust.com) for att ldra oss mer om hur anvandarna anvander var app. Nar "Adjust technology" anvands,
samlas viss information om de enheter som anvinds av anvdndarna och atkomst till sidinnehall samlas,
bearbetas och anvands. Detta géller sarskilt information som:

e anonymiserade (hashed) IP-adresser eller MAC-adresser;

e anonymiserade identifierare, t.ex. Ad-ID / IDFA (iOS), Android ID eller liknande ID;
e Information om installation och anvandning av appen;

e Interaktioner med annonser klickade av anvandaren.

"Adjust technology" anvander denna data for att analysera och utvardera prestanda for marknadsaktiviteter
for att avgora hur anvandarna svarar pa specifika kampanjer, hur de anvander appen och interagerar med den.
Uppgifterna som beskrivs ovan anvands inte for att individualisera enskilda anvandare eller att tilldela dem en
viss person.

Databehandling av Adjust baseras pa den sa kallade intresseklausulen i Art. 6 (1) lit. f GDPR. Som leverantérer
av appen har vi ett legitimt intresse av att veta vilka av vara marknadsforingskanaler och reklamatgarder som
ar mest effektiva och hur vi bast kan na vara anvandare. Den bearbetade datan kommer inte att anvandas for
att visa personlig annonsering till dig, men vardefull fér var interna analys.

Om du inte vill att vi ska samla in denna information av Just Technology, vanligen skriv ett mail till:
kundsupport@mytaxi.com.

2.14 Anvéandning av AppsFlyer-teknik

Vi anvander tjansterna av AppsFlyer Ltd., 14 Maskit St., Herzliya, Israel ("AppsFlyer", www.appsflyer.com),) for
att lara oss mer om hur anvandare nar och anvander var app. Nar du anvander dessa tjanster samlas viss
information om de enheter som anvands av anvdndarna, deras online beteende och det visade sidinnehallet in,
bearbetas och anvands. Detta géller sarskilt information som:

e Unika identifierare som IP-adress, user agent, IDFA (Identifier for Advertisers),
Android ID (i Android-enheter), Google Advertiser ID och appsflyer_id.

e Teknisk data som android_id, operativsystem, OS version, user agent, webblasarsprak, TourlD,
eventName, eventValue, events_api, stad, enhetsattribut och installningar, applikationer,
annonsering, opt-out signaler, nedladdningar, visningar, klick och installationer av mobila
applikationer, in-app beteende, rorelseparametrar, barare, handelser som intraffar utanfor
mobilappen (server-2-serverhandelser), tilldelning av in-app handelser, originalenhet och attributkalla
av Appsflyer.

AppsFlyer anvander dessa data pa vara vagnar for att utvardera och analysera prestanda for vara
marknadsféringsatgarder och kanaler, for att ta reda pa hur anvandarna svarar pa specifika kampanjer, hur de
anvander appen och interagerar med den. Uppgifterna som beskrivs ovan anvands inte for att individualisera
enskilda anvandare eller att tilldela dem en viss person. Vidare anvands uppgifterna for att upptacka och



forebygga fall av sa kallat "mobilt bedrageri", det vill séga manipulerande och bedragliga handlingar relaterade
till vara marknadsféringsatgarder. Pa grundval av de insamlade data som aggregeras under processen, kan
AppsFlyer identifiera for oss om vissa atgarder relaterade till var app (t.ex. nedladdning eller installation) har
manipulerats. Det har tjanar ocksa vara affarsintressen eftersom vi maste 6vervaga sddana mobila bedragerier i
faktureringsprocessen med vara samarbetspartners (annonsnétverk / partnerwebbplatser som visar vara
annonser). Behandlingen av dessa uppgifter baseras darfor pa den sa kallade intresseklausulen i art. 6 (1) tand.
f GDPR och vart berattigade intresse som beskrivits ovan.

For information om hur man férhindrar AppsFlyer att samla in data, se avsnittet "Dina rattigheter".
Skicka oss ett mail om du vill inaktivera AppsFlyer-tekniken till kundsupport@mytaxi.com.
3. Databehandling och databehandlingsleverantorer i lander utanfor EES

Vi anvander i viss utstrackning externa leverantérer vid behandling av dina uppgifter (exempelvis felsdkning
och sammanstéllning av utskick). Darfor maste vi overfora dina personuppgifter till vara externa leverantérer
for vissa syften (6verforingen beror pa syftet). Vara leverantérer dr noggrant utvalda och har ingatt skriftliga
avtal. De ar bundna av vara villkor och vi har informerat dem om vilka tekniska och organisatoriska atgarder de
har vidtagit for att sikra behandlingen av personuppgifter. Vidare kraver vi att vara leverantorer foljer de
aktuella dataskyddsforeskrifterna. Vi samarbetar med leverantérer i EU-och EES-lander. Vi har tecknat avtal
med vara externa leverantorer for behandling av personuppgifter enligt artikel 28.3 den allmanna
dataskyddsférordningen  eller  standardavtalsklausuler enligt artikel 28.7 i den allménna
dataskyddsfoérordningen, eller ocksa sker 6verforingen baserat pa beslut av EU-kommissionen enligt artikel 45 i
den allmanna dataskyddsforordningen (exempelvis Privacy Shield).

Alla vara data sparas hos en molnleverantér inom EU eller ocksd i IT-infrastruktur och IT-enheter
(medarbetarnas datorer) pa vara anlaggningar inom EU.

Vi samarbetar med IT-leverantorer som mojliggor korningsberdkning enligt punkt 2.1 samt felavhjalpning,
kundtjanst och funktionsforbattringar enligt punkt 2.3. Vidare samarbetar vi med betalningsleverantérer som
ger mojlighet till handlaggning av betalningar enligt punkt 2.2. Dessutom samarbetar vi med en leverantér for
skydd mot bedragerier sa att vi kan skydda oss mot uteblivna betalningar enligt punkt 2.3. Om du har godkant
att ta emot nyheter och personanpassade erbjudanden (punkt 2.5) och att kontaktas av oss i samband med
undersokningar och enkater (punkt 2.6) samarbetar vi med marknadsféringsforetag och tjansteleverantorer.
Om du vill veta mer om de leverantdérer som vi anlitar ber vi dig kontakta oss pa kundsupport@mytaxi.com.

Vi overfor personuppgifter till vart moderbolag Intelligent Apps GmbH, GroRe ElbstralRe 273, 22767 Hamburg,
Tyskland pa grundval av ett Intercompany Commissioned Data Processing Agreement, dar var huvudsakliga IT-
infrastruktur ar baserad (huvudkontor).

Vi séljer inga personuppgifter till tredje part.

Vi forbehaller oss dock ratten att distribuera information om dig om det kravs enligt lag eller om vi uppmanas
till det av myndigheter eller brottsbekampande organ (exempelvis polis eller aklagare).

4. Dina rattigheter

Du har ratt att nar som helst fa information om de personuppgifter vi sparat om dig och var de kommer ifran,
vilka mottagarna eller mottagarkategorierna ar som tagit del av uppgifterna, syftet med lagringen och
behandlingen, den planerade lagringstiden, de automatiska beslutsprocesser som vi genomfér, ratten till
datadverforbarhet, att du har ratt att korrigera, radera, begrinsa bearbetningen av eller motsiga dig
behandlingen av dem samt att du har ratt att klaga hos en 6vervakande myndighet.

Dessutom har du ratt att korrigera felaktiga uppgifter och — om lagen stéder det — sparra, radera eller begransa
behandlingen av uppgifter.



Alla informationsonskemal, upplysningsforfragningar, atertagande av godkdnnanden, klagomal och
motsvarande som galler var behandling av uppgifter kan du skicka via e-post till kundsupport@mytaxi.com eller
till den adress som anges i inledningen.

5. Datasdkerhet

Vi vidtar rimliga tekniska och organisatoriska atgarder for att garantera datasdkerheten och skydda dina
personuppgifter mot spridning till tredje man, oavsiktlig eller avsiktlig forandring, forluster och forstoring. De
kontrolleras regelbundet och anpassas till den tekniska utvecklingen. Overféringen av dina personuppgifter
fran din enhet (exempelvis en smarttelefon) till oss ar i regel krypterad. mytaxi ar certifierad enligt PCI DSS
(Payment Card Industry Data Security Standard).

6. Lagringstid

Vi behandlar och sparar dina uppgifter normalt s lange det behoévs for att uppfylla var del av avtalet. Vi ar
ocksa adlagda att folja vissa lagstadgade krav pa dokumentation och arkivering. Dessa lagringskrav kan gélla i
upp till 10 ar, exempelvis uppgifter kopplade till moms. Sarskilda lagregler kan ocksa géra det nodvandigt med
annu langre lagringstider, exempelvis bevis kopplade till lagstadgade preskriptionstider.

Uppgifter som inte langre behdvs for att uppfylla avtalsmassiga eller lagstadgade plikter raderas regelbundet
sdvida de inte behover behandlas ytterligare i de syften som anges ovan.

Privacy Policy Passenger
Sweden

Privacy notices for passengers in accordance with the EU's General Data Protection Regulation ('GDPR')
Information as of January 2019

The information we have provided below gives you an overview of our approach to processing your personal
data and your rights under the provisions of data protection legislation in connection with the use of our ride-
hailing app for passengers (‘mytaxi Passenger App').

The personal data processed depend largely on the services or products you use in any given case.
Classification

. Data controller and contact

. Processing purposes and data categories

. Provider of processing services and processing in countries outside the European Economic Area
. Your rights

. Data security

. Storage period
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1. Information on the data controller

Data controller under Article 4(7) GDPR for passengers in the territory of Sweden:
mytaxi Sweden AB ("mytaxi”)

c/o Baker & McKenzie Advokatbyra KB

Box 180,

101 23 Stockholm

E-postadress: kundsupport@mytaxi.com



The easiest way to reach our data protection officer is by sending an email to kundsupport@mytaxi.com or
writing to the above address.

2. Processing purposes and data categories

We aim to inform you about the various types of personal data we process and the purposes for which we do
this below.

2.1 Ride-hailing

The mytaxi Passenger App enables you to hail a ride in a taxi with a taxi driver ('driver') through us. You must
provide personal data to use our mytaxi Passenger App for ride-hailing, which we process to provide the given
service. Additional voluntary information that may also be provided is marked accordingly (optional).

In the context of the hailing service, the following personal data will be processed in accordance with
Article 6(1.)(b) GDPR for the performance of the contract:

First and last name, email address and mobile phone number (master data). Your GPS location data at the time
of booking, the start and destination coordinates of your ride, information on your terminal equipment (device
ID) and the password you have chosen (in encrypted form) are also processed.

Your home address, work address and profile picture are optional and will be processed only if entered.

You either enter the personal data (e.g. your name) at the time of registration or we receive it directly from
your terminal equipment (e.g. GPS location data). You approve the transmission of your GPS location data via
your terminal equipment's (smartphone, tablet, etc.) operating system. We need the GPS coordinates of your
location so that the taxi you have ordered can find and collect you.

We will forward your GPS location data, name and profile picture (if you have provided one) to the driver who
has accepted the ride you have booked for identification purposes. The driver can call you after accepting your
booking and when mobile via the mytaxi Driver App, where the mobile phone number you provided during
registration is displayed. This enables the driver to inform you of any delays, e.g. traffic jams.

After accepting your order, the driver or taxi operator will receive your name and profile picture (if you have
provided one) for identification purposes and, in particular, so that she/he/it can determine that the right
person is being collected. She/he/it determines this by asking you for your name when you board at the
beginning of the ride. The driver cannot see your personal data in her/his mytaxi Driver App after the ride.

It will not be possible for you to hail taxis through us if we do not process the personal data shown above. This
does not apply to optional information.

2.2 Payment

You can pay for taxi rides hailed through us in cash, by EC/credit card or with the pay-by-app function. The pay-
by-app function enables you to pay without cash using the mytaxi Passenger App. We will then debit the
amount via your specified means of payment. You can provide the details of your credit card or another source
of payment (e.g. PayPal) to enable the pay-by-app function. If your credit card details are provided, they will be
transmitted directly to the payment service provider engaged by us via an encrypted connection. Our payment
service provider then authenticates your means of payment by reserving an amount of EUR0.50 on your
account. This ensures that your means of payment is active. We engage two payment service providers to
ensure the payment method we offer is available in the event of one of them being obstructed. Both payment
service providers are PCl DSS certified (Payment Card Industry Data Security Standard). Only the first six and
last four digits of your credit card are transmitted to us for security reasons and we store them for the
purposes of identification and verification.

In the context of payment, the following personal data will be processed in accordance with
Article 6(1.)(b) GDPR for the performance of the contract:



First and last name, gender, address, start and destination coordinates of your ride, country, language, email
address, mobile phone number, credit card holder's first and last name, credit card issuer, first six and last four
digits of the credit card number, credit card's expiry date, the email address of your PayPal account if
applicable, and information about your terminal equipment (device ID, etc.).

We cannot offer you certain means of payment if we do not process these personal data. You can still pay in
cash or by EC card, however.

2.3 Fraud prevention and non-payment

Since mytaxi bears the risk of non-payment in the event that payments made by credit card or the pay-by-app
function are not honoured, an assessment of the risk of non-payment is made on the basis of a mathematic-
statistical procedure (scoring) after your registration in the app, each time a new means of payment chosen by
you is entered, and each time a ride is booked, so as to protect mytaxi's legitimate interests in accordance with
Article 6 (1.) (f) and 22(2.)(b) GDPR.

The following personal data are processed to determine the value:

First and last name, initial registration address, billing address (if provided), start and destination coordinates of
your ride, mobile phone number, language, country, email address, credit card issuer, last four digits of your
credit card number, credit card's expiry date, credit card holder's name, the email address of your PayPal
account if applicable, information about your terminal equipment (device ID), and the mytaxi Passenger App
version.

The initial registration address is the address from which you first register for the mytaxi Passenger App. The
collection of address data, your residential address, in particular, is not intended. However, unintentional use
of the address data may occur if your initial registration takes place at your home address, i.e. if you register
from at home or if the billing address possibly provided by you is the same as your home address. Using this
information, our European fraud prevention agency calculates the statistical probability of non-payment and a
decision as to whether you are offered the pay-by-app function in the mytaxi Passenger App is made fully
automatically based on that. The billing address and the initial registration address are only used as a
component alongside the other personal data discussed above for calculating the score. These personal data
are not used or processed otherwise. The app's hailing functionality without the pay-by-app function is
available to every user, regardless of score. Accordingly, if you are not offered the pay-by-app function due to
the decision made fully automatically based on the score calculated, you may still use the mytaxi Passenger
App and make payments either in cash or by EC card. If this is the case, you will be notified by email that the
pay-by-app function is not available to you immediately after this decision. Please contact
kundsupport@mytaxi.com if you do not agree with the decision on implementation of the pay-by-app function.
We will then have the decision reviewed by a specially trained employee, taking into account your position.

A specially trained mytaxi employee sometimes makes the final decision on implementation of the pay-by-app
function in conjunction with the scoring. Accordingly, the decision is not made fully automatically in such cases.

Regardless of the score calculated fully automatically, we use the personal data listed above for the purposes
of non-payment prevention by our own specially trained employees pursuant to Article 6(1.)(f) GDPR. This
means that a specially trained employee of mytaxi analyses the data discussed and taking that and available
empirical values as a basis can make the final decision as to whether the pay-by-app function is offered to you
in the app at her/his own discretion in the event of anomalies. Where appropriate, this employee may also call
the driver during a ride and inform her/him about the non-acceptance of a means of payment in such cases.
Your personal data are not used otherwise. If you are not offered the pay-by-app function due to our
employee's decision, then you may still use the mytaxi Passenger App and make payments either in cash or by
EC card. Accordingly, it is noted that you may use the mytaxi Passenger App and our hailing service at any time,
even if the pay-by-app function has been disabled.

To protect you against overpaying for taxi rides, the driver's mobile phone transmits GPS location data to us at
short intervals during a taxi ride, enabling us to map the entire journey. We do this because we want to ensure



the driver does not extend the route intentionally to earn higher remuneration.

If you believe you have paid too much, you may ask us about the route covered after a ride. The processing of
your GPS location data takes place for your and our protection against fraudulent drivers and/or passengers on
the basis of Article 6(1.)(f) GDPR to protect your and our interests (e.g. protection against overpayments).

2.4 Bug fixing, customer services and improvement of functionality

To make it possible to eliminate malfunctions in the mytaxi Passenger App, to answer specific customer
inquiries about functionality or the hailing services and to adapt the mytaxi Passenger App to the needs of
passengers, the following personal data are processed for the performance of the contract in accordance with
Article 6(1.)(b) GDPR:

First and last name, email address, mobile phone number, profile picture (optional entry), your GPS location
data at the time of booking, work and home address (optional entry), start and destination coordinates of your
ride, and information about your terminal equipment (device ID, Ad-ID), Language, time zone.

If sufficient for the purpose, we work with data rendered anonymous or aggregated data rather than personal
data.

2.5 a) News and personalised offers

You will receive offers and advertising from us if you have agreed to receive news and personalised offers
(advertising, vouchers and promotions) and to the display of usage-based advertising ('retargeting') during the
registration process or subsequently in the profile of the mytaxi Passenger App under 'Data protection' and
have operated the toggle accordingly. This concerns non-personalised (sent to all customers) and personalised
(sent only to you and based on an analysis of the mytaxi Passenger App usage frequency) newsletters sent
electronically (email, SMS, MMS, in-app messages, push messages) to your terminal equipment (smartphone,
tablet, PC, etc.). To send you personalised advertising, we will process your usage data. Usage data are
information about the number of app installations, registrations and taxi rides. Based on these data, you will
then receive special offers and advertising from us.

In this context, we will process the following personal data in accordance with Article 6(1.)(a) GDPR:

First and last name, passenger ID, email address, home and/or business address (optional entry), mobile phone
number, profile picture (optional entry), payment method, registration date, language set, mytaxi Passenger
App profile (business or private customer), type of taxi ride (booking, try-out ride), mytaxi Passenger App
version, log-in details, your GPS location data at the time of booking and at the end of the taxi ride, device ID,
IDFA (Ad-ID, Apple, identifier for advertisers), IFV (Ad-ID, identifier vendor), GAID (Google advertising
identifier), IP address, and usage data (usage frequency, information about the number of app installations,
registrations and taxi rides), language, time zone and city.

You confirm that you are 16 years old or older when you give your consent.

If you do not wish to receive the news and personalised offers already discussed, you can — just as easily as
when you agreed to it — withdraw your consent by operating the toggle discussed above accordingly. Of course,
you can also contact us by sending an email to kundsupport@mytaxi.com or informal letter to mytaxi Sweden
AB ("mytaxi”), c/o Baker & McKenzie Advokatbyra KB, Box 180, 101 23 Stockholm.

Please note that the withdrawal and ensuing changes are valid only for the future and will be effective or
implemented by no later than 48 hours from withdrawal. This is for reasons of a technical nature, which do not
permit faster implementation.



2.5 b) Facebook Custom Audiences

In order to be able to display individually targeted advertisements about our services within the Facebook
social network, a service of Facebook Ireland Limited, 4 Grand Canal Square, Dublin 2, Ireland, and on Facebook
partner sites, we work with Facebook Custom Audiences. We do this so that advertisements (e.g. banners) can
be tailored exactly to the possible needs of the customer. The basis of this is a marking process, wherein the
Ad-ID (IDFA or GAID) from the customer’s end device (e.g. smartphone) is sent automatically or manually to
Facebook via a certain interface with the involvement of a service provider selected by mytaxi. mytaxi then
creates a list of customers who have carried out certain actions with the mytaxi Passenger App. Only certain
pre-defined actions can be selected (e.g. installation of the mytaxi Passenger App in the last 30 days). Finally,
Facebook compares the customers’ Ad-ID with the Ad-ID of people with a Facebook profile, defines certain
groups (e.g. group 1: installation in the last 30 days) and displays corresponding advertisements to these
groups. Customers who are not also users of Facebook cannot be compared by Facebook and advertising is not
displayed to them. In the context of Facebook Custom Audiences, we will process the following data in
accordance with Article 6(1.)(a) GDPR: Ad-ID (IDFA from Apple or GAID from Google).

You confirm that you are 16 years old or older when you give your consent.

If you do not wish to receive advertising in the context of Facebook Custom Audiences, you can — just as easily
as when you agreed to it — withdraw your consent by operating the toggle discussed above accordingly. Of
course, you can also contact us by sending an email to kundsupport@mytaxi.com or informal letter to mytaxi
Sweden AB ("mytaxi”), c/o Baker & McKenzie Advokatbyra KB, Box 180, 101 23 Stockholm.

Please note that the withdrawal and ensuing changes are valid only for the future and will be effective or
implemented by no later than 48 hours from withdrawal. This is for reasons of a technical nature, which do not
permit faster implementation.

2.5 c) Newsletter

Once we receive from you for performance of our service your email address or your mobile phone number
and you have accomplished a tour using our service, we may use it for electronical direct marketing by email,
SMS and MMS as long as you have not revoked to our direct marketing. In this context we process pursuant to
Art. 6 (1) f) GDPR the following personal data: e-mail and mobile phone number. You may revoke to direct
marketing by clicking on a link at the end of an email (e.g. Opt out from newsletter) or by SMS contact with
effect for the future. Please note that the withdrawal and ensuing changes are valid only for the future and will
be effective or implemented by no later than 48 hours from withdrawal. This is for reasons of a technical
nature, which do not permit faster implementation.

2.6 Studies and surveys

If you have agreed to receive studies and surveys during the registration process or subsequently in the profile
of the mytaxi Passenger App under 'Data protection' and have operated the toggle positioned there
accordingly, then we will contact you after a taxi ride or at any other time in the context of non-personalised or
personalised (sent only to you and based on an analysis of the mytaxi Passenger App usage frequency) studies
and surveys sent electronically (email, SMS, MMS, in-app messages, push messages) and request your
participation. To this end, we will process the following personal data pursuant to Article 6(1.)(a) GDPR:

First and last name, passenger ID, email address, home and/or business address (optional entry), mobile phone
number, profile picture (optional entry), payment method, registration date, language set, mytaxi Passenger
App profile (business or private customer), type of taxi ride (booking, try-out ride), mytaxi Passenger App
version, log-in details (user name, not the password), your GPS location data at the time of booking and at the
end of the taxi ride, and usage data (usage frequency, information about the number of app installations,
registrations and taxi rides), date registered, date las login, push tokens, passenger status, redeemed voucher
value sum, total number voucher redeemed, deposited voucher value sum, total number voucher deposited,
active number vouchers, total number favorite drivers, number of tours with favorite driver, work address
(yes/no), home address (yes/no), gross merchandise value, total number of tours, number of match tours,
number of canceled bookings, average rating of tours, ratings, business credit card (yes/no), billing address
(yes/no), tip value preference.



You confirm that you are 16 years old or older when you give your consent.

If you do not wish to be contacted, you can — just as easily as when you agreed to it — confirm your withdrawal
by operating the toggle discussed above accordingly. Of course, you can also contact us by sending an email to
kundsupport@mytaxi.com or informal letter to mytaxi Sweden AB (”"mytaxi”), c/o Baker & McKenzie
Advokatbyra KB, Box 180, 101 23 Stockholm.

Please note that the withdrawal and ensuing changes are valid only for the future and will be effective or
implemented by no later than 48 hours from withdrawal. This is for reasons of a technical nature, which do not
permit faster implementation.

2.7 [blank]
2.8 Business account

Rides can also be ordered and invoiced in the form of business trips in accordance with the 'Framework
conditions for mytaxi Business Accounts'. If you use the mytaxi Passenger App to book a business trip or decide
to pay for a ride as a business trip via a business account at the end of the ride, then the personal data mytaxi
collects through the use of the mytaxi Passenger App will be transmitted to the contracting party authorising
you to make a business trip for the purpose of processing and charging for the trip (‘invoicing data'). If a taxi
ride is charged for as a business trip, then data of relevance to invoicing (in particular, first and last name, email
address, fare, time, starting point and destination of a taxi ride) will be transmitted to your employer. The data
will be transmitted to the extent necessary to settle the cost of the business trip with the business account
holder in accordance with Article 6(1.)(b) GDPR.

mytaxi may arrange for external service providers to process invoicing data. In all other respects, the rights and
obligations set out in this privacy policy apply to the invoicing data accordingly. In particular, your rights include
those set out in point 5 accordingly.

If the user is entitled to settle business trips via a business account belonging to her/his employer, then she/he
is obliged to provide accurate information about the nature (private or business) of a trip she/he has made.
mytaxi is neither obliged nor in a position technically to determine whether the user's ride is for business or
private purposes.

mytaxi shall not be liable for expenses, costs or damages arising from the fact that a user, who a contracting
party has granted the option of accounting for a ride as a business trip through that contracting party's
business account to, falsely books a ride as — or allows the assumption that it is — a business trip, when it is
actually for private purposes.

2.9 Facebook Connect

We give you the option of registering for or logging in to the mytaxi Passenger App using your Facebook user
data from the Facebook social network, a service of Facebook Ireland Limited, 4 Grand Canal Square, Dublin 2,
Ireland ('Facebook'). This requires operation of the Facebook Connect button. For logging in, you will be
redirected to a Facebook page, where Facebook will request certain permissions and you can log in using your
Facebook user data. This will link your Facebook profile with our mytaxi Passenger App. This link will allow us to
view the data you have provided Facebook (first and last name, email address, public profile, age range,
gender, profile picture, time zone, Facebook ID). For the purpose of Facebook Connect, we use only your email
address, first and last name, profile picture, and Facebook ID for identification purposes in accordance with
Article 6(1.)(f) GDPR. At the same time, the type of device (e.g. iPhone), operating system, language, time zone,
resolution, app version and the location of your time zone (e.g. Berlin/Europe) are transmitted to Facebook
automatically.

See Facebook's data policy and terms of use for more information about Facebook Connect and the privacy
settings: http://www.facebook.com/policy.php.



We kindly ask that you refrain from using the Facebook Connect function if this is not in accordance with your
wishes.

2.10 Google Account

We also give you the option of registering for or logging in to our service with the log-in information for your
Google Account with Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA ('Google'). For
logging in, you will be redirected to a Google page, where Google will request certain permissions and you can
log in using your Google credentials. This will link your Google profile with our mytaxi Passenger App. This link
will allow us to view the data you have provided Google (first and last name, email address and profile picture).
For the purpose of logging in or registering via Google, we use only your email address, first and last name, and
profile picture for identification purposes in accordance with Article 6(1.)(f) GDPR. At the same time, the type
of device (e.g. iPhone), the email address you have entered in the mytaxi Passenger App and the operating
system are transmitted to Google automatically.

See Google's data policy and terms of use at https://policies.google.com/privacy?hl=en for more information
about logging in or registering via Google and Google's privacy settings.

We kindly ask that you refrain from using Google Account for logging in or registering if this is not in
accordance with your wishes.

2.11 Google Maps

The mytaxi Passenger App makes use of the Google Maps API. This enables us to display maps in your mytaxi
Passenger App and you to use those maps. Our mytaxi Passenger App cannot function without the Google
Maps API. You can view Google's terms of use at https://policies.google.com/terms?hl=en. Additional terms of
use for Google Maps are available at https://www.google.com/help/terms_maps.html. Google's privacy policy
is available at https://policies.google.com/privacy?hl=en. After you have given your approval via your operating
system, we use Google Maps to calculate the estimated fare for your ride and show you the distance of the taxi
you have booked interactively. This involves us processing your GPS location data in accordance with
Article 6(1.)(b) GDPR. We render your GPS location data anonymous before forwarding it to Google.
Identification of you personally is ruled out.

2.12 Rating drivers and regular drivers

You can rate drivers and vehicles publicly via the mytaxi Passenger App. When you submit a rating, it is
assigned to a specific ride and considered in the average rating of the driver and vehicle in question. It does not
involve transmitting personal data to the driver.

You can also enter regular drivers in your mytaxi Passenger App profile. This involves you storing selected
drivers in your profile. Personal data are not transmitted to the driver.

2.13 Use of Adjust Technology

We use analysis tool provided by Adjust GmbH, Saarbriicker Str. 37A, 10405 Berlin ("Adjust", www.adjust.com)
to learn more about how users use our app. When using the Adjust technology, certain information about the
devices used by the users and the page content accessed is collected, processed and used. This applies in
particular to information such as:

. anonymized (hashed) IP addresses or MAC addresses;

. anonymized identifiers, such as the Ad-ID/IDFA (iOS), the Android ID or similar IDs;
. Information on installing and using the app;

. Interactions with advertisements clicked by the user.

The Adjust technology uses this data to analyze and evaluate the performance of marketing activities to
determine how users respond to specific campaigns, how they use the app and interact with it. The data
described above is not used to individualize individual users or to assign them to a specific person.



Data processing by Adjust is based on the so-called balancing of interests clause in Art. 6(1) lit. f GDPR. As
providers of the app, we have a legitimate interest in knowing which of our marketing channels and advertising
measures are most efficient and how we can best reach our users. The processed data will not be used to
display personalized advertising to you, but merely serves our internal analysis.

Please send us an email if you want to deactivate the Adjust Technology to kundsupport@mytaxi.com.
2.13 Use of AppsFlyer Technology

We use the services of AppsFlyer Ltd., 14 Maskit St., Herzliya, Israel ("AppsFlyer", www.appsflyer.com) to learn
more about how users reach and use our app. When using these services, certain information about the
devices used by the users, their online behaviour and the page content accessed is collected, processed and
used. This applies in particular to information such as:

e unique identifiers such as IP address, user agent, IDFA (Identifier For Advertisers), Android ID (in
Android devices), Google Advertiser ID and appsflyer_id.

e technical data such as android_id, operating system, OS version, user agent, device model, browser
language, TourlID, eventName, eventValue, events_api, city, device attributes and settings,
applications, advertising opt-out signals, downloads, impressions, clicks and installations of mobile
applications, in-app behaviour, device motion parameters, carrier, events that occur outside the
mobile app (server-2-server events), assignment to in-app events, original device and attributed media
source recorded by Appsflyer.

AppsFlyer uses these data on our behalf to evaluate and analyze the performance of our marketing measures
and channels, to find out how users respond to specific campaigns, how they use the app and interact with it.
The data described above is not used to individualize individual users or to assign them to a specific person.
Furthermore, the data are used to detect and prevent cases of so-called "mobile fraud", i.e. manipulative and
fraudulent actions relating to our marketing measures. On the basis of the collected data which are aggregated
in the course of the process, AppsFlyer can identify for us, if certain actions relating to our app (e.g. download
or installation) have been manipulated. This also serves our business interests as we have to consider such
mobile fraud actions in the invoicing process with our cooperating partners (advertising networks/ partner
websites which display our advertisements). The processing of these data is therefore based on the so-called
balancing of interests clause in Art. 6(1) lit. f GDPR and our legitimate interest as described above.

For information on how to prevent AppsFlyer from collecting data, see the "Your rights" section.
Please send us an email if you want to deactivate the AppsFlyer Technology to kundsupport@mytaxi.com.
3. Provider of processing services and processing in countries outside the European Economic Area

In some cases, we arrange for external service providers to process your data (e.g. troubleshooting, creation of
mailings). This makes it necessary for us to transmit your personal data to our external service providers for a
specified purpose (confined to the purpose in question). We have selected our service providers carefully and
commissioned them in writing. They are bound by our instructions and we have obtained information about
their technical and organisational measures for the secure processing of personal data. We also require that
our service providers comply with the applicable data protection regulations. We work with service providers
from the EU and other EEA countries. We have concluded processing contracts with our external service
providers in accordance with Article 28(3.) GDPR, EU standard contractual clauses in accordance with
Article 28(7.) GDPR or the transmission is based on a decision of the EU Commission in accordance with
Article 45 GDPR (e.g. Privacy Shield).

We store all our data with a cloud service provider within the EU or in IT infrastructures and systems (employee
computers) at our sites within the EU.

We work with IT service providers that facilitate the ride-hailing services in accordance with point 2.1, as well
as the fault elimination, customer services and improvement of functionality in accordance with point 2.3. We
also work with payment service providers that facilitate payment processing in accordance with point 2.2.
Moreover, we work with a fraud prevention service provider to protect us against non-payment in accordance



with point 2.3. If you have agreed to receive news and personalised offers (point 2.5) and to be contacted by us
for studies and surveys (point 2.6), then we work with marketing agencies and service providers. Please do not
hesitate to contact us at kundsupport@mytaxi.com if you would like to know more about the service providers
we engage.

We transfer personal data to our parent company Intelligent Apps GmbH, GroRe Elbstralle 273, 22767
Hamburg, Germany on the basis of an Intercompany Commissioned Data Processing Agreement as there our
main IT infrastructure is based (headquarter).

We do not sell personal data to third parties.

However, we do reserve the right to disclose information about you if we are legally obliged to or if we are
required to surrender it by administrative or law enforcement bodies (e.g. police or public prosecutors).

4. Your rights

You have the right to request information from us at any time about your personal data we have stored and
the origin, recipients or categories of recipients to whom these data are forwarded or otherwise disclosed, the
purpose of the storage and processing, the planned storage period, our automated decision-making procedure,
the right to data portability, the existence of a right to rectification, erasure, restriction of or objection to
processing, and any existing right to lodge a complaint with a supervisory authority.

You also have the right to rectification of incorrect data and, in cases where the legal requirements are met, to
blocking and erasure, as well as to restrict the processing of data.

You may also send requests for information, withdrawals of consent, objections and other concerns regarding
data processing by email to kundsupport@mytaxi.com or to the address stated in the introduction.

5. Data security

We have taken appropriate technical and organisational measures to guarantee data security, in particular to
protect your personal data against access by third parties, as well as accidental or intentional modification, loss
or destruction. Such measures are reviewed periodically and adapted in line with the state of the art. The
transfer of your personal data from your terminal equipment (e.g. smartphone) to us is always encrypted.
mytaxi is PCI DSS (Payment Card Industry Data Security Standard) certified.

6. Storage period

In principle, we process and store your data for the duration of our contractual relationship. In addition, we are
subject to various retention and documentation requirements. The required periods, e.g. from tax law, can be
up to 10 years. Moreover, special statutory provisions can make a longer retention period necessary, e.g.
evidence in the context of statutory periods of limitation.

If data are no longer required for compliance with contractual or statutory requirements, they are regularly
deleted, unless their limited further processing is necessary for the purposes listed above.



